
Insight Secure
Vulnerability and Compliance 
Assurance Service
All businesses have an obligation to prove security due 
diligence to customers, investors, and regulators. 

Our Insight Secure service combines sophisticated cyber 
assessment tools with expert security knowledge to relieve the 
pain of security assurance and compliance management. 



Highly skilled cyber security consultants scan for known vulnerabilities and 
verify security best practice.

Vulnerability Assessment

Why Vulnerability Assessments  
Are Important

The weakest link – you can’t secure 
what you don’t know

•	 Identify known security 
exposures before attackers find 
them

•	 Prioritise and focus remediation 
based on business risk

•	 Discover historic configuration 
and hidden devices residing 
on your network

•	 Identify possible internal 
bad actors and legacy user 
accounts.

Tailored to Your Business’s Needs

•	 Each project is scoped 
by experts based on your 
technology infrastructure and 
business practices

•	 Analyse networks, applications, 
databases, and devices for 
security weaknesses

•	 Non-intrusive security 
appliances are deployed, 
analysing vulnerabilities and 
collecting data.

CREST-accredited consultants apply robust methodologies to deliver 
thorough penetration testing assessments.

Penetration Testing

Explore Network and  
Application Vulnerabilities 

Look beyond the horizon into the 
world of a malicious hacker

•	 Identify vulnerabilities that 
could allow an attacker to 
compromise the network, the 
data stored on it, or the devices 
hosted on it 

•	 Assess your organisation’s 
relative business risk and the 
cost of remediation

•	 Identify potential vulnerabilities 
in your websites and web 
applications.

Structured Framework

•	 CREST-accredited provider of 
security testing services with a 
history of implementing solutions 
for all business types

•	 Assisted hundreds of 
organisations worldwide to 
comply with the requirements of 
standards frameworks

•	 Supports current compliance 
standards and is typically 
required for applications and 
infrastructure that handle 
sensitive information.

Getting the Results

•	 Our team of certified threat 
intelligence analysts have 
extensive knowledge of 
security and compliance best 
practices

•	 Professional assessment of 
the current threat level and a 
structured plan to complete 
the remediation works

•	 Delivered as a hassle-free 
managed service package, 
with four assessments per year 
and FoC yearly Attack Surface 
Assessment.

Enhance Your Service

Simulated Phishing Attack: 
Independent assessment of 
employee susceptibility to phishing 
attacks.

Wireless Network Test: Find and fix 
WLAN weaknesses before attackers 
take advantage.

Build Reviews: Build and configure 
review testing to help determine 
the state of your endpoint device 
security.



Compliance Assurance
Verify that your systems and processes comply with all the latest industry 
compliance standards, such as CyberEssentials and PCI DSS.

Compliance Training
Hosted on our Learning Management System (LMS), and accessible from 
anywhere, at any time. All you need is a compatible device and Internet 
connection 

Compliance Assurance Made 
Simple

For business leaders who take cyber 
security seriously.

•	 A wide range of consultancy, 
technical security, software, 
and training services delivered 
by a team of fully accredited 
experts

•	 Comprehensive compliance 
assessment programmes 
to obtain and maintain 
compliance obligations

•	 Help your organisation achieve 
certification quickly and 
easy, whatever your level of 
technical expertise or scale of 
business.

Training is a Vital Element of Security 
Assurance

•	 Human error remains the 
leading cause of data breaches

•	 Staff are at the forefront 
of your organisation, 
dealing with personal 
and organisational data on a 
daily basis

•	 Staff awareness training is 
an effective way of 
reducing risk and keeping 
your organisation’s data safe.

eLearning Management System

•	 Our short (up to one hour) online 
courses deliver a consistent, 
interactive, and comprehensive 
message to your staff members

•	 Staff can learn at their desks 
with minimal disruption to their 
work day

•	 eLMS serves as evidence, should 
you be audited.

Cyber Essentials

•	 UK Gov scheme administered 
by the National Cyber Security 
Centre

•	 Protects organisations from 
“around 80% of common cyber 
attacks”

•	 Network Scans: External and 
internal vulnerability scans, 
conducted by our penetration 
testing team 

•	 On-site Assessments: 
Additional reviews of 
infrastructure, focusing on 
workstations and mobile 
devices.

PCI DSS 

•	 PCI DSS: Choose from quarterly 
scan package, or full end-to-
end PCI compliance service 
of vulnerability scanning and 
remediation reporting with 
annual penetration testing

•	 PCI-Qualified Security 
Assessors (QSAs): Experience 
and practical advice to help 
you improve your current 
security programme.

A Wide Selection of Courses

•	 GDPR: Provide users with a 
complete foundation on the 
principles, roles, responsibilities, 
and processes under the 
regulation

•	 ISO27001 & Cyber Security: 
Understand the organisation’s 
information security policies 
and security risks within the 
workplace

•	 Phishing: Identify and 
understand phishing scams, 
including how staff can 
mitigate the threat of an 
attack

•	 PCI DSS: Increase employee 
awareness, and provide clear 
and simple explanations of key 
requirements.



Key Benefits of 
an Insight Secure 
Assessment

•	 Available to everyone, even 
non-Maintel customers

•	 You don’t need internal staff. 
We do everything for you

•	 No network disruption. You can 
continue with business as usual

•	 Ensure you are ready 
for annual compliance 
assessments and penetration 
tests.

Delivered Using the 
Latest Technology

•	 Custom-designed opensource 
tools and applications 
developed by our in-house 
Cyber Threat Team

•	 Next-generation security 
scanning for application 
vulnerabilities, malware/
botnets, and viruses

•	 Combination of cloud and on-
prem tools for full end-to-end 
assessments.

Why Choose Maintel?
•	 UK government Crown 

Commercial Service CCS-
approved supplier of G Cloud 
services

•	 Certified under Cyber Essentials 
Plus, the UK government-
backed cyber security 
certification scheme

•	 Certified to ISO 27001:2013, the 
world’s most recognised cyber 
security standard

•	 Certified Level 3 Threat 
Intelligence and Advanced 
Penetration analysts, and 
independent third-party CREST-
accredited consultants for 
penetration and compliance 
testing

•	 We also provide digital 
workplace, customer 
experience, and secure 
connectivity solutions.

* Cyber Security Breaches Survey 2019, Department for Digital, Culture, Media, and Sport
** Carbon Black Threat Report 2018
*** 2018 Cost of a Data Breach Study by Ponemon

Over 60% of medium and 
large businesses report having 

cyber security breaches or 
attacks in the last  

12 months*

87% of organisations have 
seen an increase in attack 
volumes and 89% said that 

attacks have become more 
sophisticated **

Around three-quarters of 
businesses (78%) say that 

cyber security is a high priority 
for their organisation’s senior 

management*

 Cost of a data breach which 
results in less than 100,000 

records lost is $3.86m – a 6.4% 
increase from 2017 ***

87% 60%

6.4% 78%



Contact us 
+44 (0)344 871 1122 
info@maintel.co.uk
maintel.co.uk
twitter.com/maintel
linkedin.com/company/maintel

t
e
w

Social icon

Circle
Only use blue and/or white.

For more details check out our
Brand Guidelines.


